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Section 2

PURPCSE AND APPLI CABI LI TY

1200 Pur pose

| nformation of the Departnent of Defense relating to national security
shal | be protected agai nst unauthorized disclosure as |ong as required by
national security considerations. This Regulation establishes a system for
classification, downgrading and declassification of information; sets forth
policies and procedures to safeguard such information; and provides for over-
sight and adm ni strative sanctions for violations.

1- 201 Applicability

This Regul ation governs the DoD Information ‘Security Program and takes
precedence over all DoD Conponent regulations that inplenent that Program
Under DoD Directive 5200.1, E.O0T 12356, and 1800 Directive No. 1 (references
(f), (g), and (h)), it establishes, for the Departnent of Defense, uniform
policies, standards, criteria, and procedures for the security classification,
downgradi ng, declassification, and safeguarding of information that is owned
by, produced for or by, or under the control of the Departnent of Defense or
i ts Conponents.

1-202 Nongovernment QOperations

Except as otherw se provided herein, the provisions of this Regulation
that are relevant to operations of nongovernment personnel entrusted with
classified information shall be made applicable thereto by contracts or other

| egal Iy binding instrunents. (See DoD Directive 5220.22, DoD 5220.22-R, and
DoD 5220.22-M references (i), (j) and (k)).

1- 203 Conbat Qperations

The provisions of this Regulation relating to accountability, dissem na-
tion, transmssion, or safeguarding of classified information may be nodified
by mlitary commanders but only to the extent necessary to neet |ocal conditions
i N connection W th conbat or conbat-related operations. Cassified informtion
shoul d be introduced into forward conbat areas or zones or areas of potenti al
hostile activity only when essential to acconplish the mlitary m ssion.

1-204 Atom c Energy Materi al

Nothing in this Regul ation supersedes any requirenent related to “Restricted
Data” in the Atom c Energy Act of August 30, 1954, as anended (reference (1)),
or the regulations of the Departnent of Energy under that Act. “Restricted
Data” and material designated as “Fornmerly Restricted Data,” shall be handl ed,
protected, classified, downgraded, and declassified to conformwith reference
(1) and the regulations issued pursuant thereto.

1- 205 Sensi tive Conpartnmented and Conmuni cations Security Infornmation

a. Sensitive Compartmented | nformation (SCI) and Comuni cations Security
(COMSEC) Information shall be handled and controlled in accordance with applic-
abl e national directives and DoD Directives and Instructions. Qher classified
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information, while in established SCI or COMSEC areas, nay be handled in the
sanme reaner as SCI or COMSEC i nfornmation. Cl assification principles and pro-
cedures, markings, downgrading, and declassification actions prescribed in
this Regulation apply to SCI and COMSEC information. (See al so paragraph

13-200 C.).

b. Pursuant to DoD Directive 5200.1 (reference (f)), the Director,
Nat i onal Security Agency/Chief, Central Security Service may prescribe special
rul es and procedures for the handling, reporting of |oss, storage, and access
to classified conmunications security devices, equipnents, and nmaterials in
mobil e, hand-held or transportable systens, or that are used in conjunction
wi th commercial telephone systens, or in simlar circunstances where operational
demands preclude the application of standard safeguards. These special rules
may include procedures for safeguarding such devices and materials, and penal -
ties for the negligent |oss of governnent property.

1- 206 Automati ¢ Data Processing Systens

Thi s Regulation applies to protection of classified information processed,
stored or used in, or communicated, displayed or dissemnated by an automatic
data processing (ADP) system  Additional security policy, responsibilities,
and requirenents applicable specifically to ADP systens are contained in DoD
Directive 5200.28 and DoD 5200.28-M references (m and (n).

1-207 SUGCESTI ONS FOR CHANGES

USERS OF THI S | NSTRUCTI ON ARE ENCOURAGED TO SUBM T SUGGESTI ONS FOR
| MPROVI NG OF THI' S | NSTRUCTI ON TO THE PHYSI CAL SECURI TY DI VI SI ON (PSD), WHS.
COMMENTS SHOULD | NDI CATE THE SPECI FI C PAGE(S), PARAGRAPH(S) AND LINE(S) OF
THE TEXT TO BE CHANGED. RATI ONALE SHALL ACCOVPANY EACH RECOVIVENDED CHANGE.
Section 3

DEFI NI TI ONS

1- 300 Access

The ability and opportunity to obtain know edge of classified information.

1- 301 Appl i cabl e Associ ated Markings

The markings, other than classification markings, and warning notices
|isted or referred to in subsection 4-103.

1- 302 Car ve- Qut

A classified contract issued in connection wWith an approved Special Access
Program in which the Defense Investigative Service has been relieved of inspec-
tion responsibility in whole or in part under the Defense Industrial Security

Program



1- 303 Classification Authority

The authority vested in an official of the Department of Defense to make
an initial determnation that information requires protection against unauth-
orized disclosure in the interest of national security.

1- 304 Cl assification Cuide

A document issued by an authorized original classifier that prescribes
the level of classification and appropriate declassification instructions for
specified information to be classified derivatively. For purposes of this
Regul ation, this termdoes not include DD Form 254, “Contract Security C assi-
fication Specification.”

1- 305 Classified Information

| nformation or material that is (a) owned by, produced for or by, or
under the control of the U S. Government; and (b) determnined under E.0. 12356

(reference (g)) or prior orders and this Regulation to require protection
agai nst unaut hori zed di sclosure; and (c) so designated.

1- 306 Cl assifier

An individual who makes a classification determ nation and applies a
security classification to information or material. A classifier may be an
original classification authority or a person who derivatively assigns a
security classification based on a properly classified source or a classifica-
tion guide.

1- 307 Conmuni cati ons Security (COMSEC)

The protection resulting from all nmeasures designed to deny unauthorized
persons information of value which mght be derived fromthe possession and
study of tel ecomunications and to ensure the authenticity of such comunica-
tions . COMBEC includes cryptosecurity, em ssion security, transm ssion
security, and physical security of COSMEC material and information.

1- 308 Conpr om se

The disclosure of classified information to persons not authorized access
t hereto.

1- 309 Confidential Source

Any individual or organization that has provided, or that may reasonably
be expected to provide, information to the United States on matters pertaining
to the national security with the expectation, expressed or inplied, that the
information or relationship, or both, be held in confidence.

1- 310 Continental United States (CONUS)

United States territory, including adjacent territorial waters, |ocated
within the North American continent between Canada and Mexi co.



1- 311 Controlled Cryptographic |tem (CCI)

A secure telecommunications or information handling equi pment ancillary
device, or associated cryptographic conponent, which is unclassified but con-
trolled. (Note:  Equi prents and conponents so designated bear the designator
“Controlled Cryptographic Itent or "CCI.™)

1-312 Critical Nuclear Wapon Design Information

That Top Secret Restricted Data or Secret Restricted Data revealing the
t heory of operation or design of the conponents of a thermo-nuclear or
| npl osi on-type fission bonb, warhead, denolition nunition or test device.
Specifically excluded is information concerning armng, fuzing, and firing
systens; limted |ife conponents; and total contained quantities of fissionable,
fusionabl e, and high explosive materials by type. Anobng these excluded itens
are the conponents which DoD personnel set, maintain, operate, test, or replace.

1- 313 Cust odi an

~

- -

An individual who has possession of or is otherw se charged with the
responsibility for safeguarding or accounting for classified information.

1- 314 Decl assi fication

The determ nation that classified information no |longer requires, in the
i nterest of national security, any degree of protection against unauthorized
di scl osure, together with a renmoval or cancellation of the classification
desi gnat i on.

1- 315 Decl assi fication Event

An event that elimnates the need for continued classification of
| nfor mati on.

1- 316 Derivative Cassification

A determnation that information is in substance the sane as information
currently classified, and the application of the classification [l arkings.

1-317 Docunent

Any recorded information regardless of its physical form or characteristics,
including, without [imtation, witten or printed matter, data processing
cards and tapes, maps, charts, paintings, draw ngs, engravings, sketches,
wor ki ng notes and papers, or reproductions by any neans or process, and sound,
voi ce, magnetic or electronic recordings in any form

1- 318 DoD Conponent

The Office of the Secretary of Defense (0SD), the Mlitary Departnents,
the Organization of the Joint Chiefs of Staff (0JCS), the Unified and Specified
Commands, and the Defense Agenci es.



1- 319 Downgr ade

A determnation that classified information requires, in the interest of
national security, a |lower degree of protection against unauthorized disclosure
than currently provided, together with a changing of the classification desig-
nation to reflect such | ower degree of protection.

1- 320 Forei gn Governnent |nformation

| nformation that is (a) provided to the United States by a foreign
governnment or governnents, an international organization of governnents, or
any elenent thereof wth the expectation, expressed or inplied, that the infor-
mation, the source of the information, or both, are to be held in confidence;
or (b) produced by the United States pursuant to or as a result of a joint
arrangenent with a foreign governnent or governnents or an international
organi zation of governnents, or any elenent thereof, requiring that the
information, the arrangenent, or both, are to be held in confidence.

1- 321 Formerly Restricted Data

| nformation renoved fromthe Restricted Data category upon a joint
determnation by the Departnent of Energy (or antecedent agencies) and the
Department of Defense that such information relates primarily to the mlitary
utilization of atom c weapons and that such information can be safeguarded
adequately as classified defense information. For purposes of foreign dis-
sem nation, however, such information is treated in the same reaner as
Restricted Dat a.

1- 322 | nf ormat i on

Knowl edge that can be communi cated by any neans.

1-323 Information Security

The result of any system of policies and procedures for identifying,
controlling, and protecting from unauthorized disclosure, information whose
protection is authorized by executive order or statute.

1- 324 Intelligence Activity

An activity that an agency within the Intelligence Conmunity is authorized
to conduct under E.O. 12333 (reference (0)).

1- 325 Materi al
Any product or substance on, or in which, information is enbodi ed.

1- 326 Nati onal Security

The national defense and foreign relations of the United States.



1- 327 Need-t 0- know

A determnation made by a possessor of classified information that a
prospective recipient, in the interest of national security, has a requirenent
for access to, or know edge, or possession of the classified information in
order to acconplish lawful and authorized Governnent purposes.

1- 328 Original Cassification

An initial determnation that information requires, in the interest of
national security, protection against unauthorized disclosure, together with a
classification designation signifying the |evel of protection required.

1- 329 Regr ade

A determnation that classified information requires a different degree
of protection against unauthorized disclosure than currently provided, together
wth a change of classification designation that reflects such different degree
of protection.

1- 330 Restricted Data

Al data concerning (a) design, manufacture or utilization of atomc
weapons; (b) the production of special nuclear material; or (c) the use of
special nuclear material in the production of energy, but shall not include
data declassified or renoved fromthe Restricted Data category under Section
142 of reference (I). (See also Section |ly, Atom c Energy Act of 1954, as
amended, and “Fornerly Restricted Data,” subsection 1-318.)

1-331 Security C earance

A determnation that a person is eligible under the standards of DoD
5200. 2-R (reference (qq)) for access to classified information.

1- 332 Sensitive Compartmented | nfornation

| nformation and nmaterial that requires special controls for restricted
handling within conpartmented intelligence systens and for which compartmenta-
tion is established.

1- 333 Speci al Access Program

Any program i nposi ng need-to-know or access controls beyond those normally
required for access to Confidential, Secret, or Top Secret information. Such
a programincludes, but is not limted to, special clearance, adjudication, or
| nvestigative requirenents; special designation of officials authorized to
determ ne need-to-know, or special lists of persons determ ned to have a
need-t o- know.

1-334 Special Activity '

An activity, or functions in support of such activity, conducted in support
of national foreign policy objectives abroad that is planned and executed so
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that the role of the U S. CGovernnent is neither apparent nor acknow edged
publicly; but that is not intended to influence U S. political processes,

public opinion, policies, or nedia, and does not include diplomatic activities
or the collection and production of intelligence or related support functions.

1-335 Unaut hori zed D scl osure

A conmmuni cation or physical transfer of classified information to an
unaut hori zed recipient.

1- 336 United States and Its Territories, Possessions, Admnistrative,
and Commonweal t h Areas

The 50 States; the District of Colunbia; the Commbnwealth of Puerto Rico;
the Territories of GQuam Anerican Sanpa, and the Virgin |Islands; the Trust
Territory of the Pacific Islands; and the Possessions, Mdway and Wake | sl ands.

1- 337 Upgr ade . - -

A determnation that certain classified information requires, in the
i nterest of national security, a higher degree of protection against un-
aut hori zed disclosure than currently provided, together with a changing of the
classificatior designation to reflect such higher degree.

1-338 FOR OFFI CI AL USE ONLY (F0uoQ)

| NFORMATI ON THAT HAS NOT BEEN G VEN A SECURI TY CLASSI FI CATI ON UNDER

THE CRITERIA OF AN EXECUTI VE ORDER, BUT THAT MAY BE W THHELD FROM THE PUBLIC
FOR ONE OR MORE OF THE REASONS Cl TED | N FREEDOM OF | NFORMATI ON ACT EXEMPTI ONS
2 THROUGH 9 (REFERENCE (P)) SHALL BE CONSI DERED AS BEI NG FOUO. FOUO | S NOT
AUTHORI ZED AS A WEAK FORM OF CLASSI FI CATI ON TO PROTECT U.S. NATI ONAL SECURI TY
| NTERESTS .

1-339 VI DEO TAPE (TWO WORDS)

A MAGNETI C TAPE USED FOR THE ELECTRONI C RECORDI NG AND PLAYBACK OF MATERI AL
FOR TELEVI SI ON APPLI CATI ON.

1-340 VI DEOTAPE ( ONE WORD)

VI DEO TAPE ON AN OPEN REEL.

1- 341 VI DEOCCASSETTE

VI DEO TAPE ON REELS IN A SEALED CONTAINER THAT 1S USED IN A RECORD OR
PLAYBACK MODE W THOUT REMOVAL FROM THAT CONTAI NER .

1- 342 VI OLATI ON

A SECURITY VI CLATION IS CONSTI TUTED BY ANY FAI LURE TO SAFEGUARD CLASSI FI ED
| NFORVATI ON OR ANY FAI LURE, W TTING OR UNWTTING TO COWLY WTH TH S
| NSTRUCTI ON .
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Section 4
POLI Cl ES

1- 400 Cl assification

a. Basic Policy. Except as provided in the Atom c Energy Act of 1954,
as amended (reference (1)), E.0. 12356 (reference (g)), as inplenented by the
1S00 Directive No. 1 (reference (h)), and this Regulation, provides the only
basis for classifying information. It is the policy of the Departnent of
Def ense to make available to the public as much information concerning its
activities as possible consistent with the need to protect the national security.
Accordingly, security classification shall be applied only to protect the
national security.

b. Resolution of Doubts. Urecessary classification and higher than
necessary classification should be avoided. |f there is reasonabl e doubt about
the need to classify information, it shall be safeguarded as if it ‘were classi-
fied "Confidental” ptnding a detefmination by an original classification
authority, who shall make this determnation within 30 days. |f there is
reasonabl e doubt about the appropriate |level of classification, it shall be
saf eqguarded at the higher level of classification pending a determ nation by
an original classification authority, who shall nake this determnation within
30 days. Upon a classification determ nation, markings shall be applied in
accordance wth Chapter IV

c. Duration. | nformation shall be classified as |ong as required by
national security considerations. Each decision to classify requires a sinmul-
t aneous determnation of the duration such classification nust remain in force
or that the duration of classification cannot be determ ned.

1-401 Decl assification

Deci si ons concerning declassification shall be based on the |oss of the
information’s sensitivity with the passage of tine or upon the occurrence of a
decl assification event.

1- 402 Saf eguar di ng

| nformation classified under this Regulation shall be afforded the |evel
of protection against unauthorized disclosure comrensurate with the level of
cl assification assigned under the varying conditions that nmay arise in con-
nection with its use, dissem nation, storage, novenent or transm ssion, and
destructi on.

Section 5
SECURI TY CLASSI FI CATI ON DESI GNATI ONS
1- 500 Gener al

Information or material that requires protection against unauthorized
disclosure in the interest of national security shall be classified in one
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of three designations, namely: “Top Secret,” “Secret,” or “Confidential.”
The markings “For Oficial Use Only,” and “Limted Oficial Use” shall not
be used to identify classified infornmation. Moreover, no other term such as
“Sensitive, “ “Conference,” or “Agency” shall be used in conjunction with the
aut hori zed classification designations to identify classified information.

SEE CHAPTER XV, BELOWN FOR POLICY ON THE USE OF THE MARKI NG “FOR OFFI Cl AL
USE ONLY.”

1-501 Top Secret

“Top Secret” shall be applied only to information or material the unauthor-
| zed disclosure of which reasonably could be expected to cause exceptionally
grave damage to the national security. Exanples of exceptionally grave damage
i ncl ude arnmed hostilities against the United States or its allies; disruption
of foreign relations vitally affecting the national security; the conprom se
of vital national defense plans or conplex cryptologic and conmuni cations
intelligence systems; the revelation of sensitive intelligence operations; and
the disclosure of scientific ortechnological devel opnents vital to national
security.

1- 502 Secr et

“Secret” shall be applied only to information or material the unauthorized
di scl osure of which reasonably could be expected to cause serious danage to the
national security. Exanples of serious damage include disruption of foreign
relations significantly affecting the national security; significant inpairnent
of a programor policy directly related to the national security; revelation of
significant mlitary plans or intelligence operations; conprom se of significant
mlitary plans or intelligence operations; and conpronm se of significant scien-
tific or technol ogical devel opnents relating to national security.

1-503 Confidenti al

“Confidential” shall be applied only to information or material the
unaut hori zed di sclosure of which reasonably could be expected to cause dammge
to the national security. Exanples of damage include the conprom se of infor-
mation that indicates strength of ground, air, and naval forces in the United
States and overseas areas; disclosure of technical information used for training,
[] aintenance, and inspection of classified Ounitions of war; revelation of
performance characteristics, test data, design, and production data on nunitions
of war.

Section 6
AUTHORI TY TO CLASSI FY, DOWNGRADE, AND DECLASSIFY

1- 600 Oiginal Cassification Authority

a. Control. Authority for original classification of information as Top
Secret, Secret, or Confidential nmay be exercised only by the Secretary of
Def ense, the Secretaries of the MIlitary Departnents, and by officials to whom
such authority is specifically delegated in accordance with and subject to the
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restrictions of this Section of the Regulation. |In the absence of an original
classification authority, the person designated to act in his or her absence
may exercise the classifier’s authority.

b. Delegation of Classification Authority. Oiginal classification
authority shall not be delegated to persons who only reproduce, extract, or
summari ze classified information, or who only apply classification markings
derived fromsource Oaterial or as directed by a classification guide. Delega-
tions of original classification authority shall be limted to the m ninum
nunber required for efficient admnistration and to those officials whose
duties involve the origination and evaluation of information warranting classi-
fication at the level stated in the delegation.

1. Top Secret. Only the Secretary of Defense, the Secretaries of the
Mlitary Departnents, and the senior official designated by each under Section
5.3(a) of E.O. 12356 (reference (g)), provided that official has original Top
Secret classification authority, may delegate original Top Secret classification
authority. Such delegation may only be nade to officials who are determ ned
to have a denonstrabl e-and continuing-need to -exercise such authority.

2. Secret and Confidential. Only the Secretary of Defense, the
Secretaries of the Mlitary Departnents, the senior official designated by each
under Section 5.3(a) of reference (g), and officials with original Top Secret
classification authority, nmay delegate original Secret and Confidenti al
classification authority to officials whom they determ ne respectively to have
a denonstrabl e and continuing need to exercise such authority.

3. Each delegation of original classification authority shall be in
witing and shall specify the title of the position held by the recipient.

c. Requests for Cassification Authority

1. A request for the delegation of original classification authority
shal | be made only when there is a denonstrable and continuing need to exercise
such authority and the follow ng conditions exist:

(a) The normal course of operations or mssions of the organization
results in the origination of information warranting classification;

(b) There is a substantial degree of |ocal autonony in operations
or mssions as distinguished from dependence upon a higher |evel of comrand or
supervision for relatively detail ed gui dance;

(c) There is adequate know edge by the originating |evel to nake
sound classification determ nations as distinguished from having to seek such
knowl edge from a hi gher |evel of command or supervision; and

(d) There is a valid reason why already designated classification
authorities in the originator’'s chain of command or supervision have not issued
or cannot issue classification guidance to neet the originator’s normal needs.
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2. Each request for a delegation of original classification authority
shal | :

(a) ldentify the title of the position held by the nom nee and
t he nom nee’ s organization;

(b) Contain a description of the circunstances, consistent with 1.,
above, that justify the delegation of such authority; and

(c) Be submtted through established channels to the Secretary of
Def ense, the Secretary of the MIlitary Departnent concerned, the senior official

desi gnated by each under Section 5.3(a) of E.O0. 12356 (reference (g)), or the
appropriate Top Secret classification authority. (See subsection 1-602.)

d. Training Requirenents for Original Cassification Authorities.
Heads of DoD Conponent shall establish procedures to ensure that all original
classification authorities in their Conponent, to include thenselves, are
indoctrinated in the fundamentals of security classification, limtations on
their authority to classify information, and their responsibilities as such.
This indoctrination shall be a prerequisite to the exercise of such authority
and shall be a matter of record that is subject to audit. Heads of DoD Com
ponents shall ensure this indoctrination is given to all present original
classification authorities wthin 12 nonths of the effective date of this
Regul ation. A VIDEO TAPE, PREPARED BY THE DEPUTY UNDER SECRETARY OF DEFENSE
(POLI CY) (DUSD(P)), SHALL BE REVI EMED BY EACH ORI G NAL CLASSI FI CATI ON AUTHORI TY.

1-601 Derivative Cassification Responsibility

Derivative application of classification nmarkings is a responsibility of
t hose who incorporate, paraphrase, restate, or generate in new form informa-
tion that is already classified, or those who apply markings in accordance
wi th gui dance froman original classification authority. Persons who apply
derivative classifications should take care to determ ne whether their para-
phrasing, restating, or summarizing of classified information has renoved all
orpart of the basis for classification. Persons who apply such derivative
classification markings shall:

a. Respect original classification decisions;

b. Verify the information’s current level of classification as far as
practicable before applying the markings; and

c. Carry forward to any newy created docunents the assigned dates or
events for declassification and any additional authorized markings.

1- 602 Record and Report Requirenents

a. Records of designations of original classification authority shall be
mai nt ai ned as fol |l ows:
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1. Top Secret Authorities. A current listing by title and organization
of officials designated to exercise original Top Secret classification authority
shal | be maintained by:

(a) The Ofice of the Deputy Under Secretary of Defense (Policy)
(ODUSD(P)) for the Ofice of the Secretary of Defense; the O ganization of the
Joint Chiefs of Staff; the headquarters of each Unified Command and the head-
quarters of subordinate Joint Commands; and the Defense Agenci es.

(b) The Ofices of the Secretaries of the MIlitary Departnents
for the officials of their respective departments, including Specified Conmmands
but excluding officials fromtheir respective departnments who are serving in
headquarters elenments of Unified Commands and headquarters of Joint Conmmands
subordi nate thereto.

2. Secret and Confidential Authorities. A current listing by title
and organi zation of officials designated to exercise original Secret and Con-
fidential classification authority shall be maintained by:

(a) The ODUSD(P) for _the Ofice of the Secretary of Defense.

(b) The offices of the Secretaries of the MIlitary Departnents
for the officials of their respective departnents, including Specified Conmands
but excluding officials fromtheir respective departnents who are serving in
headquarters elements of Unified Conmmands and headquarters el enents of Joint
Commands subordi nate thereto.

(c) The Director, Joint Staff, for the QICS,

(d) The Conmmanders-in-Chief of the Unified Commands, for their
respective headquarters and the headquarters of subordinate Joint Conmands.

(e) The Directors of the Defense Agencies, for their respective
agenci es.

3. If the listing of titles of positions and organi zations prescribed
i n subparagraphs 1. and 2., above, discloses intelligence or other information
that either qualifies for security classification protection orotherw se
qualifies to be withheld from public rel ease under statute, some other neans
may be recommended by the DoD Conponent by which original classification
authorities can be readily identified. Such recommendations shall be submtted
t o ODUSD(P) for approval.

4,  The listings prescribed in subparagraphs 1. and 2., above, shall
be reviewed at | east annually by the senior official designated in or pursuant
to paragraph 13-200a, or subsections 13-301 or 13-302 or designee to ensure
that officals so |isted have denonstrated a continuing need to exercise original
classification authority.

b. The DoD Conponents that maintain |istings of designated original

classification authorities shall, upon request, submt copies of such |istings
t o ODUSD(P).
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1- 603 Decl assification and Downgradi ng Authority

a. Authority to declassify and downgrade information classified under
provisions of this Regulation shall be exercised as foll ows:

1. By the Secretary of Defense and the Secretaries of the Mlitary
Departments, with respect to all information over which their respective Depart-
Oents exercise final classification jurisdiction;

2. By the official who authorized the original classification, if
that official is still serving in the same position, by a successor, or by a
supervisory official of either; and

3. By other officials designated for the purpose in accordance wth
paragraph b., bel ow.

4, WTH N OSD COVPONENTS, DECLASSI FI CATI ON AND DOANGRADI NG AUTHORI TY
SHALL BE EXERCI SED BY THE FOLLOW NG

(a) OFFIClI AL | DENTI FI ED ON THE “CLASSI FI ED BY" LI NE OF A DOCUMENT
OR OFFIClI AL’ S SUCCESSOR

(b) OSD ORI G NAL CLASSI FI CATI ON AUTHORI TY FOR THE OSD COVPONENT
THAT HAS ASSUMED FUNCTI ONAL | NTEREST, WHEN SUCH | NTEREST FOR THE | NFORMATI ON
HAS CHANGED.

(c) OSD PRI NCI PAL STAFF ASSI STANTS MAY DESI GNATE, BY TITLE OF
POSI TI ON, SUBORDI NATE OFFI Cl ALS TO EXERCI SE GENERAL DECLASSI FI CATI ON AND DO\
CRADI NG AUTHORI TY. A COPY OF ANY SUCH DESI GNATI ON SHALL BE SUBM TTED TO THE
ODUSD(P).

(d) THE ASSI STANT SECRETARY OF DEFENSE ( PUBLI C AFFAI RS) ASD(PA)
HAS DECLASSI FI CATI ON AUTHORI TY SPECI FI CALLY DELEGATED I N DOD DI RECTI VE 5122. 5,
( REFEReNCE (o0o00)).

5. I N CASES OF DOCUMENTS CONTAI NI NG | NFORVATI ON CLASSI FI ED BY OR UNDER
THE FUNCTI ONAL RESPONSI BI LI TY OF MORE THAN ONE OSD COVPONENT, DECLASSI FI CATI ON
AND DOANGRADI NG AUTHORI TY CONTI NUES TO RESIDE IN THE OFFI Cl ALS DESI GNATED I N
PARACRAPH | -603a. 4., ABOVE. DECLASSI FI CATI ON OR DOMNGRADI NG SHALL NOT BE
TAKEN W THOUT PRI OR COORDI NATI ON W TH OTHER OSD COVPONENTS.

6. DOCUMENTS ORI G NATED AND CLASSI FI ED BY OTHER THEN OSD COVPONENTS
SHALL NOT BE DECLASSI FI ED BY AN OSD COVPONENT W THOUT PRI OR WRI TTEN PERM SSI ON
OF THE ORI G NATI NG OFFI CE OR AGENCY.

b. The Secretary of Defense, the Secretaries of the Mlitary Departments,
the Chairman of the Joint Chiefs of Staff, the Directors of the Defense Agencies
or their senior officials designated under subsection 13-301 or 13-302 Oay
designate additional officials at the |owest practicable echel ons of conmand
and supervision to exercise declassification and downgrading authority over
classified information in their functional areas of interest. Records of
officials so designated shall be nmaintained in the same reaner as prescribed
in paragraph 1-602 a. 1. for records of designations of original classification
authority.
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